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DETAILED ACTION 

1. Claims 1-16 have been examined and are pending. 

Continued Examination Under 37 CFR 1.114 

A request for continued examination under 37 CFR 1.1 14, including the fee set forth in 
37 CFR 1.17(e), was filed in this application after final rejection. Since this application is eligible 
for continued examination under 37 CFR 1.1 14, and the fee set forth in 37 CFR 1.17(e) has been 
timely paid, the finality of the previous Office action has been withdrawn pursuant to 37 CFR 1.1 
14. Applicant's submission filed on 3/27/2006 has been entered. 

Information Disclosure Statement 

2. An initialed and dated copy of Applicant's IDS form 1449, filed 3/27/2006, is 
attached to the instant Office action. 

Response to Arguments 

3. Applicant's arguments filed 3/27/2006 has been fully considered but they are not 
persuasive. 

As per claims 1-16, the Applicant has argued (pages 3-4 of the REMARKS) that 
combination of Redman and Kolouch would not lead to a method or system according to the 
present independent claims and that nowhere in either Redman or Kolouch can the step of 
converting an encrypted control program code into HTML or XML format be found to make 
such a program code accessible for a second development system. Thus, a person skilled in the 
art would not even be motivated to combine these references. 
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The examiner disagrees. In the Office action dated 12/28/2005, the examiner has 
acknowledged that the primary reference of Redman does not teach converting the encrypted 
control program into HTML or XML format. In response to applicant's arguments against the 
references individually, one cannot show nonobviousness by attacking references individually 
where the rejections are based on combinations of references. See In re Keller, 642 F.2d 413, 
208 USPQ 871 (CCPA 1981); In re Merck & Co., 800 F.2d 1091, 231 USPQ 375 (Fed. Cir. 
1986). 

However, as broadly as it is claimed and by reviewing the specification (paragraphs 
0008-0012), the feature " converting the encrypted data into XML or HTML " is described as 
data converted into HTML or XML format, or another format that can be read by standard 
Internet clients". The Applicant does not specifically point out how the conversion of encrypted 
data into XML or HTML makes the claimed conversion distinct from the standard formatting 
data into XML or HTML and Kolouch's XML encryption. XML is a well-known data 
representation standard for digitized information delivery and formatting and the secondary 
reference of Kolouch discloses converting the encrypted data into XML format (Abstract, col. 5, 
lines 13-60). 

In response to applicant's argument that " a person skilled in the art would not even be 
motivated to combine these references", the examiner recognizes that obviousness can only be 
established by combining or modifying the teachings of the prior art to produce the claimed 
invention where there is some teaching, suggestion, or motivation to do so found either in the 
references themselves or in the knowledge generally available to one of ordinary skill in the art. 
See/« re Fine, 837 F.2d 1071, 5 USPQ2d 1596 (Fed. Cir. 1988) And/w re Jones, 958 F.2d 347, 
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21 USPQ2d 1941 (Fed. Cir. 1992). In this case, the teachings of Kolouch's XML encryption 
scheme expressly provides the motivation to combine the references for an encrypted XML data 
which provides evidence that other control systems are operating as designed and a significant 
benefit as business moves to an electronic world (Kolouch, col. 5, lines 1-5). 
Therefore, the rejections of claims 1-16 are maintained and are proper. 

Claim Rejections - 35 USC § 103 

The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set forth in 
section 102 of this title, if the differences between the subject matter sought to be patented and the prior art are 
such that the subject matter as a whole would have been obvious at the time the invention was made to a person 
. having ordinary skill in the art to which said subject matter pertains. Patentability shall not be negatived by the 
manner in which the invention was made. 

4. Claims 1-16 are rejected under 35 U.S.C. 103(a) as being unpatentable over U.S. Pat. No. 
5,978,476 to Redman et al. (hereinafter "Redman") US Patent and further in view of US Patent 
6,694,433 to Kolouch. 

As per claims 1 and 8, Redman teaches a method and a system for transferring control 
programs comprising encrypting a control program code in a first development system (Figure 2 
and associated text, col. 5, lines 10-19, i.e. generation of encrypted design file, see also col. 10, 
lines 54-59, the vendor encrypts his design file (control program) using a design file encryption 
system), transferring the encrypted control program code from the first development system to a 
second development system (col. 4, lines 41-45, the vendor creates the encrypted design file 103 
makes it freely available via download on the World Wide Web), and decrypting the encrypted 
control program code in the second development system (Figure 4 and associated text, col. 6, 
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line 65 67, col. 7, lines 27-29, decryptor 403 within the permission verification system 109 
decrypts the authorization code 115 and decodes the encrypted design file using the design 
decryption key). 

While Redman discloses that encrypted design file (encrypted control program code) is 
freely available on the World Wide Web, Redman does not disclose but Kolouch discloses 
converting the encrypted control program code by the first development system into HTML- or 
XML-format and importing the encrypted control program code in HTML- or XML- format via 
the second development system (Abstract, col. 5, lines 13-60). 

Therefore, it would have been obvious to one of ordinary skill in the art at the time the 
invention was made to incorporate the teachings of Kolouch 5 s XML encryption scheme into the 
method /system of Redman with a motivation providing evidence that other control systems are 
operating as designed and a significant benefit as business moves to an electronic world 
(Kolouch, col. 5, lines 1-5). 

As per claims 2 and 9, Redman as modified teaches the method and the system 
according to claims 1 and 8 respectively, further comprising exporting the encrypted control 
program code in a format that can be read by standard Internet clients via the first development 
system, and importing a data in the format that can be read by standard Internet clients via the 
second development system (Redman, col. 4, lines 41-45, the encrypted design file can be freely 
available via download on the World Wide Web (i.e. Standard Internet clients), Kolouch, col. 5, 
lines 13-60). 
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As per claims 3 and 10, Redman teaches the method and the system according to claims 
1 and 8 respectively, wherein the encryption and decryption of the data is carried out by means 
of asymmetrical keys (col. 5, lines 32-33). 

As per claim 4, Redman teaches the method according to claim 1, wherein the 
encryption of the control program code is carried out following editing of the control program 
code in the first development system (Figure 2, file header assembler 209 (editor), col. 5, line 63 
through col. 6, line 23, accepts information and generate tags A and B to be placed in a file 
header into the encrypted design file, prior to encrypting the design file (control program)). 

As per claim 5, Redman teaches the method according to claim 1, wherein the 
decryption of the encrypted control program code is carried out following editing of the 
encrypted control program code in the second development system (col. 7, line 55 through col. 8, 
line 17, design processor 413 performs steps P, Q, R, S, T and U (i.e. editing of the encrypted 
design file) prior to decrypting the encrypted design file). 

As per claims 6 and 13, Redman teaches the method and the system according to claims 
1 and 8 respectively, wherein only a part of the control program is encrypted (col. 5, line 63-66, 
i.e. the file header (unencrypted) is appended to encrypted design file (col. 6, lines 27-28)). 

As per claims 7, Redman teaches a method and for the configuration, project engineering 
and commissioning of a control system and a drive comprising transferring a control program 
according to claim 1, comprising compiling the decrypted control program, and processing the 
compiled control program by means of a microprocessor (Figure 5 and associated text, compiler 
503, col. 8, line 64 through col. 9, line 3. performs requested actions for which the user has 
permission.). 
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As per claim 11, Redman teaches the system according to claim 8, wherein the first 
development device further comprises an editor for editing the control program code (col. 5, line 
63 through col. 6, line 23, i.e. a file header assembler (editor)) and a communication device (col. 
4, lines 44-46, Redman discloses that encrypted design file 103 is freely available to the pubic 
via download on the World Wide Web (i.e. a communication device)) and a postprocessor 
(Figure 2 and associated text, i.e. ENCRYPTOR 203 encrypts design files after assembler 
(editor) accepts information and generate tags A and B to be placed in a file header into the 
encrypted design file) for encrypting the control program code connected between said editor 
and communication device. 

As per claim 12, Redman teaches the system according to claim 8, wherein the second 
development device further comprises an editor (Figure 4 and associated text, col. 7, line 55 
through col. 8, line 17, design processor 413 performs steps P, Q, R, S, T and U (i.e. editing of 
the encrypted design file) for editing the control program code, a preprocessor for decrypting the 
control program code (Figure 4, Decryptor 409), and a communication device (col. 4, lines 44- 
46, Redman discloses that encrypted design file 103 is freely available to the pubic via download 
on the World Wide Web (i.e. a communication device)) , wherein said editor (design processor 
413 ) is connected between the preprocessor and the communication device ( col. 8, lines step w 
discloses that Decryptor 409 (preprocessor) decrypts the encrypted design file after the design 
processor (editor) performs editing steps P to U (col. 7, line 65 through col. 8, line 17)). 

As per claim 14, Redman teaches the system according to claim 8 utilized in an 
arrangement for the configuration, project engineering and commissioning of a control system 
and/or a drive (col 1, lines 18-32, Redman discloses the implementation of his invention in the 
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area of Electronic Logic Design where the designers of logic devices program programmable 
logical devices). 

As per claims 15 and 16, Redman teaches a method and a system according to claims 6 
and 13 respectively, wherein a head part of the control program remains unencrypted (col. 5, line 
63-66, i.e. the file header (unencrypted) is appended to encrypted design file (col. 6, lines 27- 



5. Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Taghi T. Arani whose telephone number is (571) 272-3787. The 
examiner can normally be reached on 8:00-5:30 Mon-Fri. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Ayaz Sheikh can be reached on (571) 272-3795. The fax phone number for the 
organization where this application or proceeding is assigned is 571-273-8300. 

Information regarding the status of an application may be obtained from the Patent 
Application Information Retrieval (PAIR) system. Status information for published applications 
may be obtained from either Private PAIR or Public PAIR. Status information for unpublished 
applications is available through Private PAIR only. For more information about the PAIR 
system, see http://pair-direct.uspto.gov. Should you have questions on access to the Private PAIR 
system, contact the Electronic Business Center (EBC) at 866-217-^97 (toll-free). 



28)). 



Conclusion 




Taghi T. Arani, Ph.D. 
Primary Examiner 
Art Unit 2131 
45/25/2006 



